State of the Art in Ultra-Low Power Public Key Cryptography for
Wireless Sensor Networks

Gunnar Gaubatz, Jens-Peter Kaps, Erdatirk, Berk Sunar

Cryptography & Information Security Lab, Worcester Polytechnic Institute, U.S.A.
E-mail: {gaubatz,kaps,erdinc,sunar }@wpi.edu

Abstract In the following section we identify four fundamental se-
curity services that would particularly benefit from PKC.
Security in wireless sensor networks is currently pro- In Section 2 we select three low-complexity PKC schemes,
vided exclusively through symmetric key cryptography. In for which we have developed three basic encryption archi-
this paper we show that special purpose ultra-low power tectures in TSM@.13 CMOS standard cell technology.
hardware implementations of public key algorithms can be Based on the analysis of these architectures in conjunction
used on sensor nodes. The reduced protocol overhead dugvith the full algorithm descriptions we estimate the overall
to public key cryptography (PKC) translates into less packet power and bandwidth requirements of encryption and sig-
transmissions and hence, power savings. We provide an in-hature primitives in Section 3. The analysis of the results in
depth comparison of three popular public key implementa- Section 4 with respect to the previously mentioned security
tions and describe how four fundamental security servicesservices can serve protocol designers as a guideline for in-
benefit from PKC. corporating public key-based services into their WSN pro-
tocols.

1. Introduction 2. Security Services

o In this section we state our assumptions regarding the
Security inWireless Sensor Network®/SN) has seen a .
y ) structure of the WSN and define an exemplary subset of

recent surge in interest. Most publications, however, seem to

. ) . four security services that would particularly benefit from
preclude that public key cryptography (PKC) is not feasible the use of PKC.

on severely resource constrained sensor nodes, and there- . . .
fore revert to emulation of asymmetry using symmetric key dSensor netwp rkg typ|_(:ﬁllybcon3|st c.)f a numﬁerbof tiny
techniques [9] Most, i not all, implement crypuographic ¢t < 12X ETCRCS B2l S8 o8 e
primitives in software on general purpose micro-controllers. . -
While intuition might support this notion of infeasibility, we with the outside world. The sensor nOdeS (_)nly have I|m|t_ed
are not aware of any studies that have actually analyzed thd?OWer _and can ther efpre commumcgte dlrect.ly only W'.th
cost of PKC in sensor networks, apart from [1]. nodes in closg prOX|_m|ty. They establish a rout_lng tree with
the base station at its root. The base station is assumed to

In this paper we show that PKC tremendously simplifies have sufficient power for all computations and communica:
the implementation of many typical security services and . . : .
P y typ Y tions with the nodes and the outside world.

additionally reduces transmission power due to less proto-
col overhead. Moreover, the capture of a single node would Broadcast Authenticatiorin this scenario, a base station
not compromise the entire network, since no globally sharedwould, for example, broadcast a set of commands, to all
secrets are stored on it. Our approach to overcome the dif-sensor nodes at once. Each sensor node would need to ver-
ficulty in implementing PKC in sensor nodes is based on ify that this message originated from the trusted base sta-
providing a custom-designed low-power co-processor thattion and not from an adversary. This scenario is a typical
can be embedded in the node and that handles all of theapplication for PKC. All nodes would need to have the base
compute-intensive tasks. station’s public key embedded. Data recovered from cap-
tured nodes would not be helpful to the adversary in forg-
«  This material is based upon work supported by the National Science INg Messages. Previously published schemes either require
Foundation under Grants No. ANI-0133297 (NSF CAREER Award) large amounts of data to be sent or a complicated symmet-
and No. ANI-0112889. ric key release scheme [9].




Data Encryption Data encryption using PKC is much more 3.1. Parameter Selection
expensive than using secret key cryptography. However, in
certain cases where no secret key is established, it can be when we talk about matching levels of security, we
useful. One case is node-to-node key distribution describedpase our assumptions on the widely recognized analysis by
below. Another scenario could be, that a sensor node has tq enstra and Verheul [6]. They relate the selection of key
send some data all the way to the base station. The node jusdizes of various types of cryptosystems to the anticipated
needs the base station’s public key for this operation. progress of cryptanalysis and cost of computation. They dis-
tinguish between key sizes of classical asymmetric systems
Node-to-Node Key Distributiosnother typical PKC ap-  (RSA, Rabin’s Scheme, EIGamal, etc.), Subgroup Discrete
plication is key distribution and key agreement. Key agree- | ogarithm (DL) based schemes, and Elliptic Curve (EC)
ment refers to a protocol where two parties jointly estab- based systems. However, their analysis does not include a
lish a key, whereas key distribution is defined as a protocol definition of equivalent security for a lattice based scheme
where one party securely transmits a key to another party.Jike NtruEncrypt. For our purpose of finding parameters for
Here we are assuming that each node knows the public keyNtruEncrypt, which offer a level of security comparable to
of its neighbors. The private key could be distributed dur- the other two systems, we therefore refer to the analysis of
ing the routing setup phase or by querying the base stationHoffstein, Silverman and Whyte [5].
If two nodes want to establish a session key a node simply - \whjle in practice certain classes of applications might
encrypts it using its neighbors public key and sends it. Un- reqyire a higher level of security than others, we regard
like other s_chemes, the basg s.tation does not need to get ing, designs simply as proof of concept and hence choose
volved, which saves transmission power. to implement them at a comparatively low level of secu-

. . ) rity. It should, however, be relatively straightforward to es-
Addition of new Nodedew legitimated nodes might need  imate the cost of higher security level implementations

to be added to a WSN at any pointin time. These nodes mushyased on the analysis that we give at the end of this pa-
be included into the security scheme of the WSN. Again, per. For Rabin’s Scheme we selected a modulus Bibits

PKC offers an elegant solution. Each sensor node has itgyhich according to Lenstra and Verheul [6] provides a se-
own public/private key pair and additionally the base sta- ¢yrity level of arounds0 bits. Our ECC architecture per-
tions public key. The public keys of the new nodes can be fo;ms arithmetic in a prime field of00 bits in size, which
sent via the outside communications link to the base sta-provides a security level betweeis and 60 bits depend-
tion. Now the base station can trust the new node; and VIC&ng on the confidence level one puts into the assumption
versa. The base station can encrypt a secret session key Withy 5t no significant cryptanalytic progress has been made. In

the node’s public key and send it, or the node can announcgpe case of NtruEncrypt we chose the system parameters as
its arrival in the network by sending a signed message to(N p,q) = (167,3,128), based on findings in [5], offer-
the base station. There is no need for additional bootstrapjnd a’security level of arounglr bits.

ping information.

3.2. Rabin’s Scheme

3. Implementation Rabin’s Scheme was introduced in 1979 in [10]. It is

based on the factorization problem of large numbers and
Several public key schemes can be used to provide theis therefore similar to the security of RSA with the same
security services described above. We take a closer looksized modulus. Rabin’s Scheme has asymmetric computa-
at Rabin’s Scheme, NtruEncrypt and Elliptic Curve Cryp- tional cost. The encryption operation is faster than decryp-
tosystems (ECC) as the most promising candidates for low-tion, which is comparable to both operations of RSA with
power implementations. Our architectures for the encryp- similar parameters. Its asymmetry makes Rabin’s Scheme
tion function of Rabin’s Scheme, NtruEncrypt and ECC an interesting choice for sensor network scenarios in which
point multiplication were reported in [2, 8]. nodes and base stations have disparate computational capa-

In order to be able to qualitatively compare these inher- bilities. A detailed description of Rabin’s Scheme is con-
ently different algorithms and their suitability for ultra-low tained in [10, 7].
power implementation we chose algorithm specific param-  The encryption function of Rabin’s Scheméis , (x) =
eter sets that provide approximately the same level of secuxz(x + b) mod n where0 < E,, ;(z) < n,0 < z < n,
rity. In this section we talk about the rationale behind our 0 < b < n. If we setb = 0 this function becomes a sim-
selections, followed by a brief description of their imple- ple squaring operatioR,,(x) = 2> mod n = y. Rabin’s
mentations. Scheme requires only one squaring for encryption.



Decryption involves finding the roots gf The decryp-  we selected the ECDSA as a protocol for signature gener-
tion function isD,,(x) = ,/y mod n and yields four re-  ation / verification, and ECMV as a key transport proto-
sults. In order to determine the correct solution, sufficient col. Based upon the use of scalar point multiplication in
redundancy has to be included in x. the protocols and on the data we obtained from our low-

A more detailed description of our implementation of the power ECC base architecture, we estimate their computa-
encryption function can be found in [2]. We built a squarer tional complexity and performance.
as a bit-serial multiplier, operating on the entire width of Different types of finite fields can be used for the con-
the 512-bit multiplicand and on a single bit of the multi- struction of elliptic curve groups. The most common ones
plier at a time. This approach has the advantage, that thisare Galois Fields with prime characteristic or binary ex-
unit can easily be converted to perform the exponentiationstension fields, e.goF(p) andGF(2%). Efficient arithmetic
needed for the decryption function of Rabin’s Scheme. The in these fields is the key to low-power implementations of

multiplier circuit consumes a chip area of less than000 ECC in hardware.
gates with its accompanying average power consumption of  In our ECC scalar point multiplication architecture [8]
148.18uW (Table 1). we perform operations on points of an elliptic curve given

by the equation/> = 2® + ax + b, defined over the field
GF(p), wherep = (2!%! + 1)/3. We make use of the spe-
cial scaled modulus: = 2% + 1, with a scaling factor of
s = 3, which allows us to efficiently implement modular re-

NtruEncrypt and its associated signature scheme X . . . . o
) duction. Fast inversion can be achieved by using a variation
NtruSign are crypto systems based upon the hardness

of the Shortest Vector Problem (SVP) and the Clos- of Thomas’ et al. Algorithm X [11]. All arithmetic primi-

est Vector Problem (CVP) in lattices of high dimensions tlyes ?'JCh as addlthn, subtractlor_L mul_tlpllqatlon a_nd divi-
(N = 167..503). sion (inversion) are implemented in a bitserial fashion. The

. . L - . architecture occupies a chip area equivaledt@20 gates
NtruEncrypt in particular is highly efficient and suitable tectu up! P quivalentia20 g

for embgdded.applications.such as smart car'ds or RFIDZESnccznsflggqoelf}gs(tsggﬂ%@gé‘g_ of power at & clock fre
tags, while claiming to provide a level of security compa-
rable to that of other established schemes.
The arithmetic of both schemes is built upon cyclic con- 3.5. Analysis
volution in a polynomial ringkR = Z(x)/(z™ — 1). Vari-
ous security levels can be selected by appropriately choos- Table 1 shows a direct comparison of various metrics we
ing the parameter sél, p, ¢), wherep andg are shortmod-  obtained from the basic encryption architectures for Rabin’s
uli by which the polynomial coefficients are reduced. Scheme and both variants of NtruEncrypt, as well as the ba-
We base our performance estimates for NtruSign onsic ECC scalar point multiplication architecture.
data we obtained from the implementation of our scalable We can see that NtruEncrypt has the smallest circuit
NtruEncrypt architecture, which is described in more detail size in its simple variant and as such uses the least amount
in [2]. Itis scalable with regards to the number of arithmetic of power for computation, but it also has the worst mes-
units working in parallel, allowing a trade-off between area sage expansion facforThe highly parallelized variant of
and performance. Our smallest implementation of NtruEn- NtruEncrypt consumes power comparable to that of Rabin’s
crypt with a single arithmetic unit takes up a chip area of Scheme, but at the same time is more energy efficient.

3.3. NtruEncrypt and NtruSign

less thar, 000 gates consuming less thaf uW, while a In terms of power and energy consumption our ECC ar-
highly parallelized variant witi34 arithmetic units uses up  chitecture is not comparable, neither to Rabin’s Scheme nor
to 16, 200 gates and approximatel0 W at500 kHz. NtruEncrypt. This is mainly due to the algorithm’s hetero-
geneous arithmetic structure. The order of magnitude dif-
3.4. Elliptic Curve Architecture ference in delay between simple NtruEncrypt and ECC is
caused by the highly bitserial implementation of the latter.
Elliptic Curve Cryptography (ECC) is the collective term In the following we will use the data obtained from these

for a multitude of different asymmetric cryptographic key implementations to extrapolate the power and energy re-

exchange and agreement protocols, e.g. ECDH, ECDSA duirements of decryption, signature and signature ver|f|c_:a—

ECMV, etc. Scalar point multiplication serves as the basic 10N primitives for each of the PKC schemes under consid-

building block of these and is the computationally most ex- ération.

pensive operation.
For the purpose of establishing the feasibility of an ECC 1 Note that message expansion would be worse if we chose binary over

based public key primitive in a pervasive security context,  '€nary message representatipn= X + 2 instead ofp = 3




Encryption/Decryption Rabin NtruEncrypt | NtruEncrypt parallel] ECMV
- Message Payload < 512 bits < 265 bits < 265 bits < 200 bits
- Ciphertext (Packets of 30 bytes) 512 bits (3)| 1,169 bits ( 5) 1,169 bits ( 5) 400 bits (2)
Encryption Time per Message 2.88 ms 58.45 ms 0.87 ms 817.7 ms
Avg. Power 148.18uW 19.13uW 118.7uW 394.4uW
Energy per Message 426.76 nJ | 1,118.15nJ 102.79nJ 322.5ud
Decryption  Time per Message 1.089 s 116.9 ms 1.732ms 411.54 ms
Avg. Power 191.5uW 58.73uW 158.3uW 394.4uW
Energy per Message 208.64.:J 6,865.54 nJ 274.18 nJ 162.311J
Sign / Verify Rabin NtruSign NtruSign parallel ECDSA
- Signature Length (Packets of 30 bytgsp12 bits ( 3)| 1,169 bits ( 5) 1,169 bits ( 5) 200 bits (1)
Sign  Time per Message 1.089 s 233.8 ms 3.464 ms 410.45 ms
Avg. Power 191.5uW 58.73uW 158.3uW 394.4, W
Energy per Message 208.64.:J 13.73ud 548.35 nJ 161.88uJ
Verify  Time per Message 2.88 ms 58.45 ms 0.87 ms 822.5ms
Avg. Power 148.18uW 19.13uW 118.7uW 394.4uW
Energy per Message 426.76 nJ 1,118.15nJ 102.79 nJ 324.39uJ

Table 1. Comparison of PKC Functions

4. Feasibility Study zasy = +c1 + [(£ez £ 1) - p(p~! mod ¢)] mod n.
The exponent$p + 1)/4 and(q + 1)/4 as well as the fac-

In Section 2 we identified four security services that tor p(p~! mod ¢) can be precomputed and hard wired,
would benefit from an efficient ultra-low power PKC imple- just like the keys. A decryption takes two exponentiations
mentation. Here we identify which PKC function is needed with an exponent of at most 255 bits and one multiplica-
for each of these serviceBroadcast Authenticationses  tion mod n. We ignore the cost of the additions as it is
signature verification on the node using the base station’snegligible compared to the multiplication cost. The decryp-
public key. In order to provide th®ata Encryptionser-  tion will need 762 multiplications on average with 255-bit
vice for sending data to the base station, the node has to eneoefficients and one 512-bit multiplication. If we employ
crypt data, again using the base station’s public ede-  the same circuit as we use for encryption (which is not an
to-Node Key Distributiomequires encryption as well as de- optimal solution) then one decryption would take on aver-
cryption. Addition of New Nodegs based on a node hav- age 544,753 clock cycles. That means a single decryption
ing a private key. The node would either sign a message ancbr signing would take 1.09 seconds. This new circuit would
send it to the base station, or decrypt a message receivedequire more storage faf; andc,, additional multiplexers
from the base station. Table 1 provides an overview of thesefor the precomputed constants and a more complex control
functions for the three PKC systems that we consider. logic. Conservative estimates result in a total power con-

sumption of191.5uW.

NtruEncrypt and NtruSigrOur basic NtruEncrypt encryp-
_ _ tion primitive provides us with representative data from
Now we are showing which PKC can support the above \yhich we can extrapolate power and energy requirements
mennqned services and provide estimates on the power conzy; the decryption, signature generation and signature veri-
sumption and throughput. fication procedure. In our original architecture we fixed the
Rabin’s Schemeas defined in [10] can be used for all four public key as a constant in a very compact look-up table.
methods. Section 3 shows how it can be used for data en+or our estimates of the other primitives we therefore add an
cryption. This is the same function as signature verifica- overhead of around W of static power to our simulation
tion. Data decryption, as well as signature generation, re-results that caters for the additional storage requirements.
quires solving the equatiob,,(z) = ,/y mod n. If we We base our estimates further on the number of cyclic con-
setp = ¢ = 3 mod 4 then the square root can be com- volutions that are required by the respective primitive, since
puted elegantly using Euler's criterion and Garner’s algo- that is the central arithmetic operation in all Ntru schemes.
rithm as follows. We compute the solution fgf*+1)/4 = Based on [4, 3] we found the number of convolution op-
¢1 mod p andy(?tV/4 = ¢, mod ¢ separately. Using a  erations to be 1, 2, 4 and 1 for encryption, decryption, signa-
slightly modified Garner’s algorithm we compute the result ture generation and verification, respectively. Convolution

4.1. Public Key Schemes



is by far the most complex operation in NtruEncrypt and The scheme presented in [9] requires at least four messages,
NtruSign, so it is safe to assume that time and energy arethree of which involve the base station. The details of when
proportional to the number of convolutions. The figures for Data Encryptionis advantageous and how tAeldition of
energy consumption are the products of the time and powemew Nodess handled is dependent on the specific proto-
estimates. col. However, our results indicate, that only very few pack-

ECMV and ECDSAThe elliptic curve based encryption and ets are necessary with PKC.

signature algorithms we selected are all based upon scalar .

point multiplications. According to the description of these 9. Conclusions

algorithms in several standards and publications, the en- . ) . .
cryption and signature verification primitives of ECMV and In this paper we have_prowded an In-depth compari-
ECDSA each require two scalar point multiplications, while son of threg different PKC implementations particularly tar-
for decryption and signature generation a single scalar pointd&ted at wireless sensor networks. We have shown that the
multiplication is sufficient. We base our time estimates on US€ Of PKC can actually reduce the amount of traffic over-

these findings, coupled with the performance figures for our "€ad due to key management in WSN. The computational
baseline ECC architecture. cost is within acceptable limits and sufficiently fast. Our es-

timates are based upon implementations of the encryption
function of three representative, but inherently different al-

4.2. Comparison gorithms.
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