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Abstract—Cryptographic devices have found their way
into a wide range of application and the topic of their
security has reached great research importance. It has
been proved that encryption device leaks information,
which can be exploited by various attacks such as power
analysis, timing analysis and electro-magnetic radiation.
Differential power analysis is a powerful and efficient
cryptanalytic technique which extracts information on
secret keys by monitoring instantaneous power
consumption of crypto processor and collecting the traces
over a series of acquisitions. The focus of our project isto
analyze how a crypto-processor in our case an FPGA
which implements AES reveals information against
Differential Power Analysis attack and also to note the
number of encryptions needed to successfully extract the
data and the time taken.

Index Terms— FPGA, Differential power analysis, AES,
Power trace.

I. INTRODUCTION

HEN cryptographic algorithms are designed and

analyzed lot effort is put into securing the algorithm
against mathematical attack. But when such an algorithm is
implemented on hardware it leaks some information and by
analyzing such side channel information important data can be
revealed. Differential power analysis or DPA uses such
information that naturally leaks from the device namely power
consumption.
What do we require to successfully implement a DPA attack?
Firstly we must be able to precisely measure the power
consumption. Secondly we must know what algorithm is
computed and third we must have either plain text or cipher
text. Next the strategy will be to take as many power
measurements as possible and then develop a power model
(which we guess) .Now we perform statistical test on the
measured power consumption and developed power model .1f
power model (guess) is right we can observe noticeable peaks
in the statistics. We try to clarify this vague description of a
DPA attack and implement it in our project.
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Therest of the project report is structured as follows.
Section-2 deals with introduction of Differential power
analysis and different power models.Section-3 deals with the
experimental set-up which includes brief description about the
equipments used.Section-4 deals with the attack methodology
Section-5 deals with analysis of results and finally conclusion
and references.

Il. DIFFERENTIAL POWER ANALYSIS

A. Review Stage

Differentiadl power analysis is the most popular and
powerful type of power analysis attacks. It was discovered by
Paul Kocher [6].The main advantage of DPA is no detailed
knowledge about the cryptographic device is necessary .It
mainly analyzes power consumption at particular point of
time.DPA attack uses statistical methods and error correction
techniques to extract information correlated to key. The
number traces required for DPA depends on how well the
power model used is described and noise involved. Different
power models, mostly used are Hamming-Distance model and
Hamming-Weight model.

Hamming Distance Model

Hamming distance model is to count number of 1-0 and 0-1
transitions that occur in the cryptographic device when it is
implementing the cryptographic algorithm. This number of
trangitions is used to describe the power consumption of the
cryptographic device at that time interval. In Hamming
distance model it is assumed that the power consumption for
0-1 and 1-0 have same amount of power consumption which
in most cases is not true. And also transitions 0-0 and 1-1
transitions are also assumed to contribute equally to the power
consumption. So it assumes all gates contribute equally to the
power consumption of the circuit and it neglects the parasitic
capacitance between the transistors or wires. Since absolute
values of power consumption are not needed for power
analysis attacks, only relative differences between simulated
power consumption values are important. It's Ok with those
two assumptions. This model is well suited for buses and
registers. We have used hamming distance model in our
attack.

Hamming —~Weight model

This model is much simpler than the hamming distance
model. This model is used when the attacker does not know
the consecutive val ues of the data for some part of the process.
Hamming weight is the number of ‘1’s in certain set of data.
In this model, it is assumed that the power consumption is



proportional to the number of bits that are set in the processed
data. This model in general may not be suited for power
consumption of CMOS circuits.

Ill. EXPERIMENTAL SETUP

Figurel: experimenta setup
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Figure 2: Basic block diagram of the experimental setup

Table provides a summary of Equipment used for
measurement .Detailed description of the Equipment used is
given below.

Equipment Type M odel Characteristics
Power Supply Agilent E3620A | Linear power supply
Multiple output DC
power supply
Oscilloscope Agilent DSO6054A 500MHz B.W 4GSals
samplerate
Current Probe TektronicsCT_2 Fregresp 1.2KHz to
2MHz
Test Board Spartan 3E starter kit Capacitors De-soldered
pP.C Intel[R] corfTM]2 | Has a 324 GB of
6600 @ 2.4GHz RAM and a externa

Hard disk space of 320
GB

TABLE 1: Test Equipment Summary

Power supply:

The on-board IC power supply is by passed to obtain
minimum power line noise. For this purpose we used Agilent
E3620A multiple output DC power supplies to supply power

to internal logic of the FPGA.

Oscilloscope:

Agilent DSO6054A series Oscilloscope used in this project
has a high band-width of 500MHz and samples at a rate of
4GSa/sec and has a Standard 8Million points Mega Zoom
Deep memory. However this particular Oscilloscope does not
have the functionality of conducting multiple triggers and
taking out multiple traces. So we had to improvise and take
the entire power trace after the first trigger and then modify
our Mat lab code accordingly. Deep memory present for this
type of Oscilloscope helped our cause greatly.

Current Probe:

A 1mV/mA current probe “Tektronics CT-2" is used to
connect in series with the power supply to sample the current
consumption into voltage variation which can be measured by
the oscilloscope

Test Board:

AES isimplemented on Xilinx Spartan -3E starter kit which
contains Xilinx XC3S500E Spartan-3E FPGA. It has up to
232 user 1/0 pins and is 320-pin FPGA package which has
over 4500 clb dices .On board clock runs at 50MHz using a
crystal oscillator is brought down to 5.0MHz using DCM
(digital clock manager ). So that enough sample points per
cycle can be taken. This board consists of two jumpers (JP6
and JP7) for current sensing which is set according to connect
the current probe. We connect the current probe at JP7.

Most Xilinx FPGA devices need three power supplies. One
for 10 blocks for the peripherals of FPGA, One for the
Auxiliary components like DCM and one for interna FPGA
functions like logic and routing resources. The power
consumption should be measured at internal logic supply. In
order to maximize the success of detecting variations in power
consumptions we removed all the decoupling capacitors
present on the internal logic supply input. A description of
which decoupling capacitors are removed is shown in the
Appendix.

Personal Computer:

In order to communicate between the FPGA and the
oscilloscope and to perform the statistical analysis a PC is
used. The model of the PC used in this project is described in
thetable 1.

Note that aresistor is nhot used for power measurement as it
creates a negative feed-back loop. If resistor is included, it
would be in series to the logic power supply .If the current
flowing through the resister increases, than more voltage
would be dropped across the resistor which will result in
decreases the drop across FPGA. This negative feedback loop
requires us to choose the value of resistor carefully. Bigger
value of resistor will cause bigger variation and smaller value
of resistor won't cause enough voltage drops to be registered
across oscilloscope. Thus a resistor is not used in our test
setup.

Softwar e used:



Synthesis and Implementation of AES

For synthesizing and implantation of AES we used
Synplicity pro and Xilinx ISE 9.1 .Once the code is
synthesized and implemented Xilinx iIMPACT software is
used to load the AES into the FPGA. By using iMPACT we
can directly program the FPGA or load the program into a
PROM so that there is no need to program the FPGA again
and again. The Spartan 3E starter kit has several provisionsin
order to communicate to PC in our case we used a USB cable.

Communication between PC and Oscilloscope
Agilent 10 libraries suite 14.2 was installed on to the PC
which installs the drivers required for the Agilent oscilloscope

K11 and D4, are unknown. Only known value is Cy;. Dy is
found for different key guess values. Initialy the attack is
done on first 8 bits of the key. So for different key guesses
from 0x00 to OxFF (256 possible values), D11'sis found using
the function below. Using the obtained Dy;, the hamming
distance for Dy and Cy; isfound and say it Pyjess

D11=Subbyte'1(shiftrOW'l(Kll (guess) XOF Cll))
Pgess=Hamming Distance (D1, Cyy).

This part isdone using AES C code. The hamming distance
of the first 8 bits is computed. The following table is created
which consist of hamming weights

to communicate with PC. Oscilloscope is connected to the PC
by using a General Purpose Interface Bus (GPIB) USB cable

which the windows PNP manager will automatically detect.
C++ program is used in order to communicate between the PC
and the Oscilloscope.

Processing of obtained Data from the Oscilloscope

The data obtained from the Oscilloscope is processed and
the DPA statistical analysis is performed in Mat lab. As we

mentioned before, the Oscilloscope used in this project
supports only one trigger so once the first trigger gets high,

the entire power trace is sampled. The required samples are
sampled from the sampled data using Mat lab.

IV. ATTACK METHODOLOGY

In order to attack the AES presented in the above section

KEY CIPHER
GUESS | TEXT [cT] |[cT1 |[cT | - |[cT]
[K.G] [CT]1 |2 3 4 255
K.G
0 4 3 7 5 — | a
KG
1 2 4 1 0 — |5
KG
2 3 7 2 4 — |3
4 1 0 5 — |2
3 4 3 7 — |1
KG
254 7 2 4 6 — |6
KG
255 4 3 7 5 — | a

Consider the following figure
KEY

i { ' H ’
- - *OR S— oouT
f (s
H Cy ' -‘ Cy

Figure 3: Arichtecture of AES implemented on FPGA [9]
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The AES takes up 128-bit plain text and 128-bit key to
produce 128-hit cipher text. Each round has a round key say
Ko to Ky, computed from the original key. We attack the last
round key Ki;.Due to the reversible nature of the round key
computation algorithm, the original key can be computed from
the round key.

The attack can be placed byte by byte on the last round key
Ky (Kyp [0] to Kyp [15]) can be cracked separately. To
perform the attack we operate the AES in OFB mode where
the output from the previous encryption is given as input for
next encryption. The estimation of power consumption for the
last round is compared to a measurement of the power
consumption in the 11" clock cycle (last round). Let the cipher
text output after the last round be C11 and data input to this
round is D11.In the last round

C1= Ky3 Xor (shift row (sub byte (D1y)))

Table 2: Key guess table generated using AES C code.

In this experiment the maximum value of the current
measured is taken. Let the measured power be Preasured

Preasured =MaX (I supply)

Since attack is done on first 8 hits of the key, effect of al
others is treated as noise. We find the correlation between
Pguess and Pmessured. Te correlation coefficient is explained in the
next section. The maximum value of the correlation is the
right key of the last round.

Max feor(K11)=correl ation coefficient(Pyyess: Pmessured)

Since there is lot of noise in the measured current, the
correlation function may not give the right value. So in order
to remove the effect of noise, thousands of combinations of
plaintext-cipher text for the same key are measured. This
method is repeated until you find the complete round key.
After round key is obtained, the actual key can be obtained
fromit.

Correlation function

There are several methods to perform statistical analysis on
the obtained data and the calculated data. One way is to
calculate the Cross-Correlation between the Pyess and Preasured
the other isto find out the Correlation coefficient between the
Pguws and Pmeawred-

Cross correlation also termed as cross-covariance is a
measure of relation between two random vectors or two
signals. By cross correlating between an unknown signal and a



known signal we can find out the features of the unknown one.
The cross correlation between two signals

n—iri—1

(F« Gllm] = Z F {jy=G{m +j)

Where F[n] and G[n] are two n-bit sequences .Cross
correlation between two n-bit sequences will produce a (2*n) -
1 —bit sequence.

Correlation coefficient ‘R’ gives us the measure of the linear
relationship between two variables. It is aso called Pearson’'s
product moment correlation coefficient .1t is given by

R(x, y) = covariance (x, y) / (STD(x) * STD(y))

Where STD= Standard Deviation.

Its value will always be between -1 to 1. (-1) indicate that x
and y have a perfect negative linear relationship, (0) indicates
that there is no linear relationship between x and y and (1)
indicates that x and y have perfect positive linear relationship.
So similar variables or sequences will have a higher
Coefficient compared with others and hence when we plot
such a correlation function we will get a “spike” in the graph.
The following graph shows us a correlation between measured
power trace (noise added to key guess) and Key guess. If the
key at row 80 which is ’50" in hex is the correct one, we
would observe a spike because the correlation coefficients
between the two sequences will be high.
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Figure 4: correlation between two sequences

V. ANALYSISOFRESULTS

As mentioned, AES isimplemented on FPGA and the
following power traces are obtained. Y ou can observe the
10+1 rounds in the below traces (figure 5 and figure 6). In
the trace the top one is the actual power traces measured
and bottom one is the trigger signal which will trigger at
every 11" clock cycle. The second figure is zoomed view of
the actual traces.

Problems faced

Since the oscilloscope doesn’'t have provision for segmented
memory to record the traces for multiple triggers, we have

1 1 1 1
50 100 150 200 250 300

taken the reading for the complete encryption and removed
the unwanted sample using the Mat lab code. We aso have
to reject the first 200 encryption samples due to the
capacitance effect of the start button.

Also as shown in the second power trace there are some
harmonics present when trigger is active. We decreased the
clock to 5MHz but the circuit operates at a higher clock
frequency. So the power wave above the trigger whenitis
active ,it should have a spike at the starting of the trigger
and then aflat line which as shown is not .Due to this
harmonics and also delay between actual clock rise and

trigger rise we were not able to get the correct data.
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Figure 6: zoomed view of the trace above.

Hence when we found correlation coefficients between the
measured and cal culated power wave. It’s point to the wrong
key as shown in the plot below. The correct key should be
‘DO’ which is 208 in decimal and since Mat |lab offsetsit by
‘1’ the correct peak should be at 209.



X209
Wo-001472 7

CORRELATION COEFRCIENT

1 1 1 1
0 a0 100 150 200 250 300
KEY

VI. CONCLUSION

As shown in the report we can identify several aspects of
the cipher which is being executed on a crypto processor ( in
our case an FPGA) just by observing the power traces.DPA is
one of the powerful analytica process which can reveal
important information like Key very fast taking with very little
amount of time. Our future work would be to get the Key from
the power traces and if the key is obtained then attack on other
implementations of the ciphers. But until a suitable masking
technique is invented, cryptographers will aways be
concerned with DPA attack.

APPENDIX
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Figure 7: removed capacitances on the FPGA board
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